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* * * First Change * * * *
[bookmark: _Toc26875930][bookmark: _Toc19634864]13.2.4.2	Overall Message payload structure for message reformatting at SEPP
The SEPP reformats an HTTP message received from an internal Network Function into two temporary JSON objects that will be intput to JWE:

a. The dataToIntegrityProtect, containing information that is only integrity protected. It consists of the following:
-	clearTextEncapsulationMessage: contains the complete original HTTP message, excluding attribute values which require encryption and, including the pseudo-header fields, HTTP headers and HTTP message body.
-	metadata: contains SEPP generated information i.e. authorizedIPX ID, N32-f message ID and N32-f context ID.
b. The dataToIntegrityProtectAndCipher: contains attribute values of the original message that require both encryption and integrity protection.




Figure 13.2.4.2-1 Example of JSON representation of a reformatted HTTP message
* * * End of Changes * * * *





image1.emf
{

���³dataToIntegrityProtect´���^

������³clearTextEncapsulatedMsg´���^

����������³Pseudo-Headers´���^

    ����³Method´���^`�

    ����³Scheme´���^`�����

����³Authority´����`�

����³Path´���^`�

�������������³Query&Fragment´���^`��

          },

����������³HTTP_Headers´���^

����³Hdr1´��^`�

����³Hdr2´� null

 

          },

����������³Payload´���^

����³IE1´�� {},

   ����³IE2´�� null,

����³IE3´�� {},

   ����³IE4´�� {}

          }

      },

������³metaData´���^

          ³Message ID´���^`�

�³authorizedIPX ID´���^`�

����������³N32-f context ID´�����

      }

   },  

���³dataToIntProtectAndCipher´���>

       {

´op´��´replace´�

´path´��´�HTTP_Headers/Hdr2",

´value´��Hdr2

        },

        {

�´op´��´replace´�

�´path´��´�Payload/IE2",

�´value´��IE2

        }

   ]   

}


Microsoft_Visio_2003-2010___1.vsd
{
   “dataToIntegrityProtect” : {
      “clearTextEncapsulatedMsg” : {
          “Pseudo-Headers” : {
   	    “Method” : {},
   	    “Scheme” : {},    
	    “Authority” : (},
	    “Path” : {},
             “Query&Fragment” : {}  
          },
          “HTTP_Headers” : {
	    “Hdr1”: {},
	    “Hdr2”: null 
          },
          “Payload” : {
	    “IE1” : {},
  	    “IE2” : null,
	    “IE3” : {},
  	    “IE4” : {}
          }
      },
      “metaData” : {
          “Message ID” : {},
	 “authorizedIPX ID” : {},
          “N32-f context ID” : ()
      }
   },  
   “dataToIntProtectAndCipher” : [
       {
	”op”: ”replace”,
	”path”: ”/HTTP_Headers/Hdr2",
	”value”: Hdr2
        },
        {
	 ”op”: ”replace”,
	 ”path”: ”/Payload/IE2",
	 ”value”: IE2
        }
   ]   
}



image2.emf
{

���³dataToIntegrityProtect´�: {

������³clearTextEncapsulatedMsg´�: {

����������³Pseudo-Headers´�: {

    ����³Method´�: {},

    ����³Scheme´�: {},    

����³Authority´�: (},

����³Path´�: {},

�������������³Query&Fragment´�: {}  

          },

����������³HTTP_Headers´�: {

����³Hdr1´: {},

����³Hdr2´: {"encBlockIndex": 1},

          },

����������³Payload´�: {

����³IE1´�: {},

   ����³IE2´�: {"encBlockIndex": 2},

����³IE3´�: {},

   ����³IE4´�: {}

          }

      },

������³metaData´�: {

          ³Message ID´�: {},

�³authorizedIPX ID´�: {},

����������³N32-f context ID´�: ()

      }

   },  

���³dataToIntProtectAndCipher´�: [

{<value of Hdr2>}

{<value of IE2>}

   ]   

}


Microsoft_Visio___1.vsdx
{
   “dataToIntegrityProtect” : {
      “clearTextEncapsulatedMsg” : {
          “Pseudo-Headers” : {
   	    “Method” : {},
   	    “Scheme” : {},    
	    “Authority” : (},
	    “Path” : {},
             “Query&Fragment” : {}  
          },
          “HTTP_Headers” : {
	    “Hdr1”: {},
	    “Hdr2”: {"encBlockIndex": 1},
          },
          “Payload” : {
	    “IE1” : {},
  	    “IE2” : {"encBlockIndex": 2},
	    “IE3” : {},
  	    “IE4” : {}
          }
      },
      “metaData” : {
          “Message ID” : {},
	 “authorizedIPX ID” : {},
          “N32-f context ID” : ()
      }
   },  
   “dataToIntProtectAndCipher” : [
	{<value of Hdr2>}
	{<value of IE2>}
   ]   
}



